Configure the resources to
connect to a Pl Server without
sending explicit credentials
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Introduction

The motivation of this document came from the faat System Operations forwarded a
notification from NERC as follows:
Recently NERC put out a "CIP: OSlsoft Pl EntesprServer Authentication”
Industry advisory that stated the following (pdrtth

"The ES-ISAC and ICS-CERT strongly encourage wdd?$ Enterprise Server
configure authentication via PI Trust records, whis not affected by this
vulnerability. All types of PI Trusts avoid the paoge of unsecure Pl passwords.
The newest Pl Enterprise Server version (3.4.38nfigured with the default
authentication settings is not affected by thiswetdbility. It is recommended
that these users verify server authentication yakcset to “explicit login
disabled”.

Various options were tried to move the Developnagptiications and tools from the
explicit credentials to the machine or the Wind@iusts. Here is a table summarizing
these efforts:

Application Use Authentication Success Details
Excel Pi menu Machine Trust Yes
Auto Connect Yes
Get data Yes
Excel Pi menu Windows Authentication Yes
Auto Connect Yes
Get data Yes
DIS Extract  PiApi Machine Trust Yes

IP trust, not machine trust,
because "ping <machinename>"
does not seem to work from the

Trust machine Yes Pl Server.
Connect but no login Yes
DIS Extract  PiApi Windows Authentication No Known issue - from OSI
0S| Odbc component not
DIS Extract Odbc Machine Trust No updated - Logged PLI 212570SI18
0S| Odbc component not
DIS Extract Odbc Windows Authentication No updated - Logged PLI 212570SI18
DIS Extract OleDb Machine Trust No Known issue - from OSI
DIS Extract OleDb Windows Authentication Yes
Install SDK Yes PISDK_1.3.6.364
Install OleDb Yes PIOLEDB_3.2.2.10
Setup Windows
Authentication Yes
Test using Excel
DataConnection Wizard Yes Try twice
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The options which resulted in a failure were loggeatth the OSI Soft Inc. The options
which succeeded were further refined to be use@ifoduction. This document gives the
details of these steps.
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Terminology

Developer

Programmer working with the PI-API or PI-OleDb.

PI-API

A component which is used by the PIAPIWrapper tmownicate with a Pl server.

It is possible that Pi-SDK is needed to make tha&Pl to work. This hypothesis or its
negation has not been tested yet. In case of ang,iplease refer to the PI-SDK and
PiSdkinstallationKit in this section.

PiApilnstallationKit

An installation kit containing the PI-API.

At the time of writing of this document, the ing&ion kit containing the latest API
version isPl Buffer Subsystem Install Kit, Version 3.4.375Rdlease Date 21-Sep-09.
has thePIl-API version 1.6.1.15

PiApiSnap

The application used to quick test the connectidhleAPI to the PI Server.

Usually, it isC:\Program Files\PIPC\bin\apisnap.exe

PI-OleDb

A universal OleDb data access provider componeattess a Pi Server.

Also note that PI-SDK is needed to use the Pi-OleDb
PiOledbinstallationKit
An installation kit containing the PI-OleDb.

At the time of writing of this document, the ind&ion kit containing the latest PiOleDk
provider version i®| OLEDB Provider Install Kit, Version 3.3.0.Release Date 13-Jul
09. It has thé?1-OleDb version 3.3.0.1

PiOledbTester

A windows application to test the connection frorm®erver to PiServer using the Pi-
OleDb provider.

It is usually installed as a part of the PiOleDhatiationKit. This application is usually
opened by double clickinG:\Program Files\PIPC\OLEDB\Tools\PI OLEDB
Tester\PIOLEDBTester.exe

PI-SDK

A component required to make the PI-OleDb workhaltgh it is called an SDK, it also
serves the PI-OleDb component. In other words, IBBO will not work without PI-SDK
being installed on the same machine.
PiSdkinstallationKit

An installation kit containing the PI-SDK.

At the time of writing of this document, the ing&ion kit containing the latest PiSdk

version isPl SDK Install Kit, Version 1.3.6.364&Release Date 25-Mar-09. It has e
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SDK version 1.3.6.363

PiServer

The PI Server, which is to be used, for examplepieconed.com.
PiServerAdmin

The administrator of the PiServer.

PiTags

P1 tags which will be accessed by using PI-API.

PiSMT

This is an application containing the Pl System &pament Tools.

At the time of writing of this document, the |lat€8EMT version is 3.3.1.3.

WAD

Windows Active Directory

WadAdmin

The administrator of the Windows Active Directory.

WinServer

The machine which will run the Windows service pplication that will be sending the
PI-API requests to the PiServer.

WinServer is just the short form of the Windowsv&er This term will also be used for
the server that will host web applications.

WinServerAdmin

The administrator of WinServer.
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Using Pl machine authentication for PI-API calls

Install PI-API

Install the PI-API on the WinServer, using the HiAsgtallationKit. Please refer to the
Terminologysection for details about this Kit.
Actor
WinServerAdmin
Result
PI-API is installed on the WinServer
Test

1. Open a command window on the WinServer

2. Runapisnap <piserver>, as shown:

oo COWINNT system32h cnd.exe - apisnap eccpi.coned.com

Microsoft Windows P [Version 5.1.26881
C(C» Copyright 17852801 Microszoft Corp.

F:=~>c:
C:wred C:sProgram FilessPIPC-hbin

C:wProgram Files“~PIPCsbinXapisnap eccpi.coned.com

APISMAFP version 1.6.1.18
PFI-APFI version 1.6.1.15
Attempting connection to eccpi.coned.com

Enter tagname :
Getting the messagenter tagname: denotes success.

Please refer to thBerminologysection for details of the PiApiSnap application.

Pl Tags

Provide the PiTags to the PiServerAdmin. Also pdevine access level required for eg
tag.

Actor
Developer
Result

ich

The PiServerAdmin has the PiTags, along with tleesg level for each of them.
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Application Name

Provide a 4-character string, uniquely identifythg application, to the PiServer.
Actor

Developer

Result

The PiServerAdmin has the application name.

IP Address

Provide the IP address of the WinServer, to the®&Admin.
Actor

WinServerAdmin

Result

The PiServerAdmin has the IP address of the Wirserv

Trust

Create Trust for the machine-application combimatising

1. The IP address of the machine given by the Win3$Admin.

2. The application name given by the Developer folldwg the charactelE’. Say,
the developer gave the application nampmssi. Then, the application name
entered in the Trust should besnE.

3. APl User or PI Identity having the access to thieaBs same or greater than
those required by the developer.

= Trust Properkies llil
Trust Mame: |DIS2
Description: DIS Trust far CURDETAIL - Ken
MNeedelman
Server Mame: Pl

Collective Mame:

rIF Infarmation
Metwark. Path: I
IP &ddress: | 10 .60 . 41 . 74
Methd ask: I 2580 . 285 . 2B5 . 255

—Windows Account Information

Damain: I

Account: I

A pplication [nformation
Matne: |DISNE

Pl [deritiy: ICLIFEDETAIL |

[~ Trustis disabled

)4 | Lancel |
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Actor
PiServerAdmin
Result
Trust for this machine with the application is ¢eeh The application can now access |
tags as required.

Connect from application

Use the following syntax to connect from the apgimn:
PIAPI32.piut_connect( <string: application name >)
PIAPI32.piut_setservernode( <string: server nam e>)

For example:
PIAPI32.piut_connect(* DI SN”)
PIAPI32.piut_setservernode(” eccpi . coned. com)

Actor

Developer

Result

The application will connect to the server

Test

Check the Network Manager Statistics in the PiSKiT entry with this application
name, IP, the Pl user to which the Trust was mappeldhe Trust name will appear.

I Mame | F'IDl Fegipp... | FegippT ype | ProtocoNer3|on| Feertddress | PeerPort' ConType | MetType | ConStatuz | ConTime
9.1 3848 Pl-4P| connection  TCP/IP

DISHE -1 1.5

11;’1 9/2009 E:02:56 AM

DISHE Pl-AP| connechion

] 1.6
DISNE A 1.8 10, Soe FIAP connection TERAR
DISHE 1 1.8 10105915 3858 PIAP connection  TCPAP 0] Success 11;19;200950338AM
DISHE 1 1.5 10105915 3860 PI-AF connection  TCR/AP [0] Success 1141942009 B:03:51 &M
DISNE 1 1.8 10105915 3863 PIAP connection TCP/IP [0] Success 11/19/2009 B:04:15 AM
| CanTime | LastCall | el Bl Bl Ml M Rl 5] &l sl 5] PiNetMarv. | 05... | 0] 0. Identity | O5User | Trust
02:56 11;19;200934?-50% 4 22 3. 3 0 0 0.0 30036 Wi. 5. 5.. CHRDETAIL DISDEVEOLSERY
4 20 0 0. 5 CURDETAIL W
4.1.1. 2. 2 0 0 0.0, 4,300, .. 5. 5. CURDETAIL
1171920096038 M 11/19/200910:17.304M 4. 1.1.2.2 0 0 0.0  PI343803 Wi. 5. 5. CURDETAL DISDEVSOLSERY
11/19/2009 60351 AM - 1119/200910:33054M 4. 1.1, 2.2 0 0 0.0  PI32433036 Wi. 5. 5. CURDETAL DISDEVSOLSERY
NAYZ00960416AM  1TASZ00951732PM 4. 2 2. 4.4 0 0 0.0 FI3438036 Wi. 5. 5. CURDETAL DISDEVSOLSERY

he
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Using Pl windows authentication for PI-OleDb calls

Establish a WAD account
Establish an account on the WAD, with the followsw®gtings:
1. user must change password at next logon is unchecked.

2. password never expires iS checked.
3. Account is disabled is unchecked (for WAD 2008, in tecount Expires

section, the radiobuttavever should be chosen.).
For reference in this handbook, let’s call thisrus®ep\1rprielectric and let its
password beumpwd768.
Actor
WadAdmin
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Result
This is how it will look in WAD (just observe thg@tons since the author does not hay
access to the WAD and got this image from the nm&gr

New Object -User x|

g Create in: - dpdeveloper. nodU zers

Pazswornd: I’“‘

Confirm passward: I’“‘

I User must change password at nest logon

™ User cannot change password

[ Account iz disabled

< Back I Mewt > I Cancel |

This is how it will look in WAD 2008 (just obserntke options since the author does n
have access to the WAD and got this image fromrttegnet):
[Doe. John Properties_____h it = 2

Flbished Cotficares | Member Of | Password Aegication | Diafin | Obace

Secuty | Ervrpnment | St
Famobs contrd | Remiatas Dosddon Sanices Frofle
Pooral Vb Desiteg . | 208- | Aorbde Bl
Gorwrnl | Adbwss | Accmrt | Plis | Telehorss | Omenaation

[avwsERIRCDonan ol ]
e fpor niavne es-Yiitdaws 2000
[FrsmRIRIDOMART, ficoE

Gogonboin. | | tegOnTal |

™ Unkask secont

Asgeart posges!
T s must chiange piesiwond &t nest ngen ﬂ
™ Lsercannal changs password
I Pasaword mavver dipens
T eoos paeswond usinig stvendbls ancrolion =

P Eie
£ Hiervar
C End ol I Thxridily Jorw 113005 =1

e
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Share Credentials with WinServerAdmin

Provide the newly created username and its passwahg WinServerAdmin
Actor

WADAdmIn

Result

The WinServerAdmin has the newly created usernamdata password.

Share Credentials with PiServerAdmin

Provide the newly created username (but not itsypal) to the PiServerAdmin
Actor

WADAdmIn

Result

The PiServerAdmin has the newly created username.

Pl Tags

Provide the PiTags to the PiServerAdmin. Also pdewvine access level required for eg
tag.

Actor
Developer
Result

ich

The PiServerAdmin has the PiTags, along with tleesg level for each of them.
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Pl Identity

Take the following steps to create a Plidentity:
Open PiSMT.
Log onto the PiServer.
Go to theSecuritygroup of PiISMT.
Click on theldentities, Users and Groupction.
Click thePildentitiestab. Create a new PI Identity. Map this identitytie WAD
account, provided by the WadAdministrator.
6. Provide this Pildentity the access to the PiTagsesar greater than those
required by the developer.
This is how it will look like:
2l

Genesad  Mappirgs & Trusts 1

_Palﬂ:mg | Dlescription T ‘

A S

S COMEDURHELECTRIC D15 Windows Accl

x
E e A OME D RFIELECT RIC
‘windawes S0 i5-1-5-21-333¥?ﬂ?4-4~5?‘539419-? ‘___‘J

Diskerplion: OIS Wirdeme bect

St I Fi Server iPi _:J
Trsstname | [ F1 Idsniyr [FiEis I

I Mapping iz dizabled

add. | 4

Actor
PiServerAdmin
Result

Trust for this WAD Identity is created. The apptioa can now access the tags as
required.

Vineet Sharda
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Dummy PI User

Provide the credentials of a dummy Pl user to theSAtverAdmin to test the installatig
of the PI-OleDb. This user should be able to acttes®iServer.

Note: A PiUser is different from a Plidentity.

Actor

PiServerAdmin

Result

WinServerAdmin has the credentials of a dummy BF.us

n

Install PI-SDK

Install the PI-SDK on the WinServer, using the RiBdtallationKit. Please refer to the
Terminologysection for details about this kit.

Actor

WinServerAdmin

Result

PI-SDK is installed on the WinServer.

Install PI-OleDb

Install the PI-OleDb on the WinServer, using th®lBdbinstallationKit. Please refer to
the Terminologysection for details about this kit.

Actor

WinServerAdmin

Result

PI-OleDb is installed on the WinServer.

Vineet Sharda
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Test 1
1.

2.

Test 2
1.
2.
3.

Open the PiOledbTester application. Please reféred@erminology section for
details about this application.

In the login window that opens up, choose the sefv@be sure that you are
opening the correct server, go to Hieogin.ini (usually in theC:\Program
Files\PIPC\datfolder) and do the appropriate setup.

A better alternative is to open the Connectionh@&Pl menu in Microsoft Excel
and check / setup the Connections appropriatelis isHhow the login window
shows up:

x
[ Use Trusted Connection Cancel |
User ID; I piadrmin
Password; I Options == |

Enter the credentials of the dummy PI user provigethe PIServerAdmin. Hit
theok button.

The PiOleDbTester application should open up. @eisotes that the installation
was successful. Any other window (error / warnimgférmation window) means
that the installation was not successful. Thisow lit looks like:

%P1 OLEDE Tester B ] B4

 SOL Statement

Execute | Sample Statements »»

— FResults

[

I
* | | |

Log on to the WinServer with the credentials of tlegvly created WAD account.

Carry out steps 1 and 2 from the last test.
Check thasse Trusted connection box. Hit theok button.

Vineet Sharda
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4. The PiOleDbTester application should open up.dfltst test was successful,
then opening up of this window denotes that thddritity for the WAD account
was established successfully. If the last testltaton was successful, then
opening up of any other error / warning / inforroativindow, at this point,
means that the Pildentity for the WAD account wasseastablished properly.
The PiOleDbTester application window is shown ia ldist test.

Note: If the last test was not successful, thenyaag out this test is meaningless.

Connect from application

1. The application should be run with the credentidlthe WAD account created
earlier. This is done in different ways. This i®®in in theAppendix A: Run a
Windows Service as a particular userd in theAppendix B: Run a Web
Application as a particular user

2. Use the OleDb classes in thgstem.Data.OleDb ~ hamespace

(OleDbConnection, OleDbDataAdapter, OleDbDataReader , etc.).
3. Use the following code to create a connection ¢oRIServer:

NewOleDbConnection("Provider=PIOLEDB; Data Source=<Se rver>;

Integrated Security=SSPI;")

For example:

New OleDbConnection("Provider=PIOLEDB; Data
Source=eccpi.coned.com; Integrated Security=SSPI;")

Actor

Developer

Result

The application will connect to the server

Test

Check the Network Manager Statistics in the PiSKA entry with the name of the

application, IP from where the application is being, the Pildentity that was created
and the WAD account for which this Pildentity wasated will appear.

Mame | F'ID| Feghpph ame | FeghppTvpe | Frotocoler... | FPeerfiddress | F'eerF'ort| ConType | MetType | ConStatus | ConTime
SMTHost. exe[ 307 2] remate 3. SMTHost O5150KApp 34 10604050 2830 Remote resolver  TCPAP  [0] Success  12/1/20091
OLEDEMN=Estra Elremote 4. Pl-OLEDE 0S| Middleiw are A4 10.50.40.50 2552 lver  TCP/IF 5 24 5

52 Hemote resol

0] S uc

ConTime | Lastizall e BBl W] Ml Rl S| &l 5] 5] PiNetMary... | 05... | 05..] O] Identity | D5Liser | Trust
121/2009 115143 AM  12/71/200811:61:444M 22 9 2 3.0 0 0.0 Fl 3438036 Wi. 60 5 CURDETAIL
12172009 11:54:30 A 12/1/2009 11:55:07 A 4 & & 2 2.0 0 [ [ Pl ad 36036 wio B0 G PI0IS | Fiwold  CONEDWRFIELECTRIC
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Appendix A: Run a Windows Service as a particular user

Specify that a user will run this Windows Service

1. Inthe Project Installer, select the Service Predestaller.
2. In the Properties section, make sure thaiteunt property is selected aser

Properties v x|

| serviceProcessinstallerl System.Sarvicefroce |

Ei- 2] =

(B Configurations |
{E (DynamicPrapertios) |

:E Desigan
(Mame) Eervhcﬂirucesslnstaiher%
Modifiars Friemd |
flﬂ s
accourt [0 -
epText LocalService
III Parent MebworkService
LocalSystam
LAccount
Actor
Developer
Result

This windows Service will now be run by a user.sTaser has to be specified at the tir
of installation. This specification can be chantgdr using the Services Snap-In in the
Control Pane> Administrative Tools

Vineet Sharda
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Installation

At the time of installation of the Windows Servigepvide the user, under whose
account, the service should be run.
This can also be done from the Services Snap-inaerControl Paneb Administrative

Tools.
Mame | Description | status | startup Type [ logonas |
FE0HCP Cient Manages n,..  Starbed Automatic Local Sysham
884015 _OLEDENIExtrad: Manual COREDATr...

%D‘ﬂl‘ » Py = 2 & P

&y viet DI5_OLEDBMXExtract Properties (Local Compiiter)) 7 x|

%mﬁ Genersl Log 0 | Recovery | Dependencies |
Err

yFver  Logonas

%F‘”t " Local Sysham account

ok

%H.I.D I_ b

%HTH & [fhs accaut] [CONEDVIPE kectic Browse.. I
(Il || s

%]f-ﬂ?ﬂ Pazeveced 1!""!""!""

FyInde

%]'h;t— LCarditin pastwand: |l|-|lu|u|v|l|olol|l
ey IPsE
Salivel | Youcan enable e disabls s t2ics fiar ke hardware peoiles isted belov,

Fatogh Harchusre Profile Sedvice |
Balog | Profiel Enablad

%Mad

B Mas:

M :

Hiyroet

S bt

St Eriehle Disa
%mr = | _peatie |
ety

hizk
%m: T -
Make sure that the domain name is prefixed to #sname, as shown above.
Actor
WinServerAdmin

Result
The service will run as the specified user.

SEIWIGT I TG v Ceskhan
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Permissions

Allow Read & Execute permissions to this user to the folder and thesfihich contain
the Windows Service. This is how it will look like:
Genelall Sharing Security IW’eb Sharingl Eustomizel

Group ar usel names.

ﬁ Administrators [CEBR3YET\Administrators)
€7 CREATOR DWNER

IRFiElectic [COMEDYRPIELECTRIC)
€ Sharda, Yineet [COMEDASHARDAY]

€5 s TEM -
«| | »

Add... | Bemove |
Permizzions for IRPIElectic Lillows Dery
Full Cortral ;I
b odify

Read & Execute
List Folder Contents
Fead

hrike

Snerial Permizzinn: LI

For special pemissions of for advanced settings.  Advanced |
click Advanced =
1] I Cancel | Spply |

On granting th@ead & Execute permission, theist Folder contents andread
permissions are granted automatically.

JOoEgEEOO
JoOoooono

Note: The WAD account will have to be added todfsip or user names section. This
is done by clicking thedd.. button, entering thewappomain>\<wADUsername>
(coned\IrriElectric in our example) and clicking th& button.

Actor

WinServerAdmin

Result

The specified user can now run the Windows Service.

Exception
A program using the PI-OleDb, when scheduled fraph Server 2000 does not work.

The same program when ran from SQL Server 2005e&dbrBut in this case, a Pl Trust

was created for the machine and the user, rathardPI Identity.
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Appendix B: Run a Web Application or a Web Service as
a particular user

Encrypted Credentials on Registry

The credentials that are needed by the web apipiicahould be stored at a safe locati
in an encrypted format. The following steps accastpihis task:

1. Download aspnet_setreg.exe from
http://download.microsoft.com/download/2/9/8/29829651-e0f0-412e-92d0-
e79da46fd7a5/aspnet_setreg.exe.

2. Run the file. It will ask for the folder where tfiles should be unzipped. Give th
name of a folder different from the one into whibk file was downloaded, say,
C:\Tools.

3. Open the command prompt and navigate to the alwiderf

4. Run the command to enter the username and passividrel account under

which we want to run the web application as:
aspnet_setreg -k:<Subkey> -u:<wWadDomain>\<wadUsername> -p:<Password>
For example:

C:sToolsr>aspnet_setreg —kisoftwaresDISsIdentity —w:ConEdnIvPiElectric —p:DumPud?
68

Please edit your configuration to contain the following:

izeprMamne ="rer H wapresDIS"

i) oprd=""reqg yiHELANsof tware~DIS*

DACL on the registry key grants Full Control to System, Administrators. and
tor Quner.

Actor
WinServerAdmin
Result

e

The credentials of the account are now in the tagis an encrypted format.
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Test
1. Click Start=> Run
2. Typeregedt32.

Ron 2] x|

— Type the name of a program, folder, document, or
Internet resource, and Windows will open it For you,

Cipen: | RegEdtsz |

(] 4 I Zancel | Browse, ., |

3. Press OK button. The machine registry should ogen u

4. Navigate to the registry subkey that was spectiadier. In our example, we go
to My Computer\HKEY_LOCAL_MACHINE\SOFTWARE\DIS\Identity\ASPNET_SETREG. In
the Windows 7, 64 bit machine, the path is

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\DISNG\Identity\ASPNET_S
ETREG

&’ Registry Editor

~=lol x|

Fle Edit Wiew Favorites Help

= Iy Computer = | | Mame

1= Type ‘ Data
{0 HKEY_CLASSES_ROOT [aB]ipefaulty REG_57 {wvalue not set)

B HKEY_CURRENT _USER [R8]password REG_BINARY 011 00 00 00 d & 9d df 01 15 d1 11 & 7a 0000 45 02 ..

=0 HKEV_LOCAL MACHINE ] useriiame REG_BINARY 01000000 d0 & 9d df 01 15d1 11 8¢ 74 00 0 4 c2 ...
(-] HARDWARE

F-0 S

{0 sEcURITY

£ SOFTWARE

D Acro Software Inc

: (13 Adoke

{23 Analog Devices
#-{_]] Apache Software Foundatio
D AppDatalow

C| Apple Computer, Inc,
D Apple Inc,

D Business Ohjects

[ Py

[:I Classes

(3 Clients

D Companentart

: {23 Con Edison

F-{ Conduit

-2 CONED

[ Crystal Decisions
CI Cyberlink

-7 el

D Description

I3 DS

B0 Identity

P F/\oPHET SETREG

D Dundas Software _ILI
< I B | [ 5]

|My' ComputeriHKEY_LOCAL_MACHINE\SOFTWAREIDIS|Ident ity ASPHET_SETREG

£
If you are able to navigate to your subkey andtBegassword andusername entries, then
the entries have been made correctly, otherwisestkp failed.

Vineet Sharda



Registry Permissions
This action can be skipped for Windows 7.

The registry should be accessible to the AspNetge®. This process uses the machin
AspNet account till it is impersonated as the aotdloat we want it to run as. So the
registry entries made earlier should be made aitteds the AspNet. We accomplish
this with the following steps:

1. Go to the subkey in the registry created in thedtep, by opening up the

Registry Editor and navigating to that subkey,la® in the Test section of the

last step.

2. Right click on this subkey and cligé¢rmissions...
 Registry Editor |

Efe Edit 'flew Favorkes Help
E-] SOFTWARE a] [z
(1 dicro Saftware Inc ablinefal)
Bt i_"l Adobe Eﬂpawﬂu’d
=] Ansleg Devices 1
+1 [ #pache Software Foundatio
-7 AppDatalow
I Apole Computer, Tne.
(21 Apgle Irec.
| Busness Chijects
-] COPRSY
|1 Chsses
[ Chents
[ Ceenpansntark
(21 ©on Edison
[0 Condut
] coMED
[Z1 Cryshal Decisions
| CyberLink
{7 ol
(1 Diescription
oS
=120 Identity
J :
[ Dundas Softyeare Expnd
(2] Eleam Bleser L
3 e .
23 Gemplus
T pelcte
(1 GPL Ghoskserick
[ Helics Export
] Hesdetl-Packard
(21 mm
#1-3 InfoExpress Lopy Key hiame
3. Allow Read permission to thistachineName>\AspNet account. This is how it will

look like:

userhiame

18 2] ][4 = 14

¥

[ 3B R

1+

{1} &

Rename

0 3 (0 ) [

%)@
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Permissions for ASPNET_SETREG d |

Security |

Group or uger names:

!ﬁ Administrators [CEBXR3VET A dministrators)

€} A5P.NET Machine Account [CEBXRIVG1AMSEMET)
€7 CREATOR DWNER

€ SvSTEM

Add.. | Bemove |
Pemizzions for ASP.HET
I achine Account Allow Deny
Full Control O O
Read O
Special Permizsions O

For epecial permissions or for advanced settings., |
click Advanced. Adyanced
QK I Cancel | Apply |
4. Click the Apply button.

Note: TheaspNnet machine account will have to be added todiu@p or user names
section. This is done by clicking thed.. button and then entering the
<MachineName>\AspNet (CeBxr3vgl\AspNet in our example) and clicking thog button.

In Windows 7 machine, the access needs to be ¢fovédachineName>\IIS_usrs user
group €eBxr3vgl\IIS_usrs in our example).

Actor

WinServerAdmin

Result

The machine AspNet account can now access thecresdntials.

For the Windows 7 machine, the 1IS_Usrs user gaipnow access the user credenti

In other words, any web application can now actesse credentials.

Vineet Sharda
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Folder Permissions

The following permissions should be given to therukat we want to run the web
application as:

Folder for dynamically compiled files:

installroot\ASP.NET Temporary Files Full Control
Usual folder:

C:\WINNT\Microsoft. NET\Framework\v1.1.4322\Temporary ASP.NET Files
Or

C:\WINNT\Microsoft. NET\Framework\v2.0.50727\Temporary ASP.NET Files

Global Assembly Cache: systemroot\assembly Read

Usual folder: C:\WINNT\system32

Web Application Directory Read & Execute
For the DISSIn project: C:\Projects\DIS

Full hierarchy of .Net Framework Read & Execute

Usually all files and folders under:

C:\WINNT\Microsoft. NET\Framework\v1.1.4322

Or

If we are using .Net Framework 3.5 and ASP.Net Framework 2.0.50727, the
easiest way to do this will be to grant the permission to
C:\WINNT\Microsoft. NET\Framework\

Any other folder which the web application accesses As appropriate

For the DISSIn project:

Full control is required for the C:\Projects\Dundas folder

Folder for supporting web services: systemroot\temp Full Control
Usual folder: C:\WINNT\Temp

In Windows 7, this can be done simply by addinguber to the 1IS_IUSRS user group|.
Actor

WinServerAdmin

Result

The user should have the appropriate access folttess.
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Impersonation

Specify that the web application will run with timepersonation credentials specified ir
the registry subkey that we have made. This is dgr@utting the following entry in the

Web.config file of the web application:
<identity impersonate ="true"
userName ="registry:<subkey>,userName"
password ="registry: <subkey>,password"
/>
This entry must be made under Higstem.web > section. Here is an example:
<configuration >
<system.web >
<! -- AUTHENTICATION
This section sets the authentication policies of the application.
Possible modes are "Windows", "Forms", "Passport” a nd "None"
- >
<authentication mode="Windows" />
<identity impersonate ="true"
userName =
"registry:HKLM\SOFTWARE\DIS\Identity\ASPNET _SETREG,userName"
password =
"registry:HKLM\SOFTWARE\DIS\Identity\ ASPNET _SETREG,password"
/>
<! -- OTHER system.web SETTINGS -- >
</ system.web >
<! -- OTHER configuration SETTINGS -- >
</ configuration >

As expected, the entry for a Windows 7, 64 bit nir@ehvith our example will be:
<configuration >
<system.web >
<! -- AUTHENTICATION
This section sets the authentication policies of the application.
Possible modes are "Windows", "Forms", "Passport” a nd "None"
- >
<authentication mode="Windows" />
<identity impersonate ="true"
userName =
" registry:HKLM\SOFTWARE \Wow6432Node\DISNG\Identity\ASPNET_SETREG,userName"
password=
"registry:HKLM\SOFTWARE \Wow6432Node\DISNG\Identity\ASPNET_SETREG, password"
/>
<! -- OTHER system.web SETTINGS -- >
</ system.web >
<! -- OTHER configuration SETTINGS -- >
</ configuration >

Actor

Developer

Result

The web application will now run under the credaistgiven at the specified machine

I

registry subkey.
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